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Cyber security centre to come up at IIT-K 

KANPUR: A first of its kind cyber security facility, the Centre for Cyber Security and Defence of Critical Infrastructure, 

would soon come up at the computer science department of the Indian Institute of Technology-Kanpur with help from two 

Israeli universities.  

 

It would aim at saving critical infrastructure such as sensitive database of banks, railways, power industry, telecom and 

AADHAR from cyber attacks or hacking. The cyber security experts of IIT-Kanpur would assist the Central government 

so that the database of the country facing vulnerability from hackers in Pakistan and China does not fall in their hands or 

other foreign governments.  

 

The experts believe that in the cyber age, threat from arms and ammunition is less in comparison to the cyber attacks.  

 

IIT-K director Indranil Manna said, "The senate of the institute had last month approved the setting up of a cyber security 

centre, where a team of faculty members would be engage in cyber security research. The idea of setting up a cyber-

security centre was proposed by Sandeep Shukla of computer science and engineering department."  

 

"Any of the critical systems such as the financial system, power generation/transmission/distribution systems, railway 

system, manufacturing and logistics management system, air traffic control system are subject to cyber attacks and require 

measures in defending them, detecting on-going cyber attacks, attribution of attack sources and prevention of attacks by 

taking preemptive measures. Protection of critical infrastructure from cyber attacks is matter of concern for most of the 

nations and same is the case with India. We would provide solutions to safeguard the sensitive data of national 

importance," said Shukla.  

 

Citing example of July 30 and 31 in 2012, when entire North India, North East India and East India had plunged into 

darkness owing to malfunction in the grid, Shukla said that power grid had tripped, affecting a major part of the country 

but this had then happened due to technical glitches. "The same situation can be repeated by hackers and it could be an 

induced one and not a malfunction. They can actually hack the power generation/transmission/ distribution network," he 

elaborated.  

 

Citing another example of cyber attack on Iran, Shukla said that in 2009, Iranian nuclear plant was attacked by some 

foreign entity. As Iranians were not prepared for this worst scenario, they could not realise for a while that they have been 

cyber-attacked.  

 

"Talks are on with National Critical Information Infrastructure Protection Centre in Delhi for assisting us in the making 
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the most advanced cyber security lab. Also talks are going on with Prime Minister Office (PMO), home ministry, 

department of science and technology about the importance of this centre and also for the funding. The centre is expected 

to start functioning in next 4-5 months," Shukla said.  

 

The cyber expert also mentioned that the Centre for Cyber Security and Defence of Critical Infrastructure at IIT-Kanpur 

will collaborate with Tel Aviv University and Bengurian University in Israel as they are experts in cyber security.  

 

Senior professor of IIT-K Manindra Agarwal, who is also the part of the centre, said, "Cyber security and defence centre 

will undertake research in cyber security, educate and train students through undergraduate and graduate courses and also 

engage in consulting the critical 

infrastructure sector 

and the government." 
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